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f, | 1. Byzantine replicas may lie, so it requires 2. One replica handles most of the
e A Trusted Execution Environment (TEE) creates a small I | oneadditional msg phase to coordinate. load, causing load imbalance.

trusted island inside an untrusted replica.

Untrusted host

[ Application - OS - Hypervisor j

X Direct enclave memory access blocked

The first DAG-based & TEE-assisted BFT protocol
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@ TEE | Secure enclave ' e Tolerates f Byzantine replicas with n=2f+1.

Hardware-isolated code and data

e Scale the system with 3 tiny trusted components.

( A trusted island inside an untrusted machine ) ¢ Identlfy d liveneSS ViOlatiOn and SOlve lt

Key Insight: Fides combines TFFE and DA G- ; ;’ e The fewer honest replicas make the DAG less connected.

based BFT to achieve Scalability. 1 e Byzantine replicas may collude and stall the whole progress.
{ 1 e Fides introduces a new commit rule to handle this issue.

1. TEE reduces the additional msg phase.
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2. DAG BFT resolves the load imbalance.
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Performance Evaluation
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Apache ResilientDB open-sourced at
ResilientDB
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